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Hacking/Cyber	  ALacks	  

Source:	  	  2014	  Verizon	  Data	  Breach	  Inves2ga2ons	  Report	  (DBIR)	  

2013	  At	  a	  Glance	  
	  

•  63,437	  Security	  Incidents	  

•  1,367	  Data	  Breaches	  

•  95	  Countries	  Repor2ng	  

•  50	  Contribu2ng	  Organiza2ons	  



Hardware	  Features	  

•  Moore’s	  Law	  realized—func2onality	  is	  more	  
than	  doubling	  ever	  two	  years	  

•  Benefits	  drive	  behaviors—lower	  prices	  and	  
faster	  2me	  to	  market	  

•  Threats—Block	  architectures,	  malicious	  
circuits,	  triggers,	  test	  limita2ons	  



Design,	  Development,	  Test	  

•  Access	  and	  Responsiveness	  
•  Test	  like	  you	  fly	  
•  Exercise	  the	  design—from	  anywhere	  
•  Uninten2onal	  vulnerabili2es	  
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